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@ What is a protocol
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Protocols can be seen as [Singh and Chopra, 2009],
ruling the interaction of agents playing the various roles

Protocols allow for the verification of many properties and
“guarantee” them before any interaction takes place

Patterns of interactions that allow agents to become MAS
Protocols as

Protocols allow to broadly
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© Are BDI enough to represent interactions in open MAS?
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Mentalistic semantics for ACL and verification

Respecting a protocol

A protocol is respected
occur during the execution

only desired /specified interaction will
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o However, from the point of view of an agent that partecipates to the
interaction, how to be sure that other agents comply with the
specified semantics?

o and, from the point of view of a third party that should monitor the
interaction, how to be sure that agents comply with the specified
semantics?

M. Baldoni and V. Patti (UNITO) September 5, 2010 6 /46



Mentalistic semantics for ACL and verification

Respecting a protocol

A protocol is respected only desired/specified interaction will
occur during the execution

o Mentalistic semantics for ACL is well suited for “statically” reasoning
about protocols and agent's policies

o However, from the point of view of an agent that partecipates to the
interaction, how to be sure that other agents comply with the
specified semantics?

o and, from the point of view of a third party that should monitor the
interaction, how to be sure that agents comply with the specified
semantics?

o Introspection of agents is not possible, agents' mental states are not
usually accessible
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Mentalistic semantics for ACL and verification

Verifying a protocol

" ”

Need for an semantics of ACL

o A semantics that is independent from the mental states of the
participants

o A semantics that is verifiable both from a participant and a third
party that should monitor the interaction
o A semantics that is suitable for open MAS

o A semantics that makes the violation of the specification by the
participant to the interaction observable, without taking into account
the nature of agents or performing an introspection of the agent’s
mental states
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© Castenfranchi and Singh’'s commitments
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o Choen and Levesque's view:
[Cohen and Levesque, 1990], intentions are defined as persistent
goals, intention is a basis for a commitment

o Cohen and levesque's extension: Joint intention is a basis for a social
commitment [Cohen et al., 1997]

September 5, 2010 9 /46



o Choen and Levesque's view:
[Cohen and Levesque, 1990], intentions are defined as persistent
goals, intention is a basis for a commitment

o Cohen and levesque's extension: Joint intention is a basis for a social
commitment [Cohen et al., 1997]

o Castelfranchi’s view: He agrees with Cohen and Levesque's individual
commitment but he on social commitment
[Castelfranchi, 1997, Castelfranchi, 1998]

September 5, 2010 9 /46



Commitment, intention and interaction

o Choen and Levesque's view: “Intention is choice with commitment”
[Cohen and Levesque, 1990], intentions are defined as persistent
goals, intention is a basis for a commitment

o Cohen and levesque's extension: Joint intention is a basis for a social
commitment [Cohen et al., 1997]

o Castelfranchi's view: He agrees with Cohen and Levesque's individual
commitment but he strongly disagrees on social commitment
[Castelfranchi, 1997, Castelfranchi, 1998]

Castelfranchi

in defining social commitments emphasizes their
nature
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o Social commitment is normative in that it engenders

o As a difference with Cohen and Levesques's view, the consequences of
withdrawing form a social commitment are not simply that the other
party(ies) must be informed, but in doing so ...
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Castelfranchi's view (see also [Norman et al., 2004])

o Social commitment is normative in that it engenders rights

o As a difference with Cohen and Levesques's view, the consequences of
withdrawing form a social commitment are not simply that the other
party(ies) must be informed, but in doing so ...

but in doing so ...

. one

agent created
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o Commitments can even be used to handle the normative concepts
(like pledges, claims, rights, privileges, powers) in a unified framework
o The behavior of agents is affected by the commitments because the

underlieing assuption is that agents respect the commitments they
have taken
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Singh'’s view [Singh, 1999]

o Commitments can even be used to handle the normative concepts
(like pledges, claims, rights, privileges, powers) in a unified framework
o The behavior of agents is affected by the commitments because the

underlieing assuption is that agents respect the commitments they
have taken

Therefore

Since protocols are contracts and all their normative aspects can be

represented by means of commitments and of operations on them, we can
use commitments to respresents protocols
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Commitments

C(debtor, creditor, antecedent, consequence) J

is socially bound to to bring about the

condition if the condition holds
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C(debtor, creditor, antecedent, consequence) J

Commitment

C(Bookie, Alice, $12, BeatingtheOdds) means that Bookie commits to Alice that if she
pays $12, then Bookie will sends her the book Beating the Odds
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C(debtor, creditor, antecedent, consequence) J

Detach

If Alice makes the payment, that is, if $12 holds, then
C(Bookie, Alice, $12, BeatingtheOdds) is detached. In other words,
C(Bookie, Alice, $12, BeatingtheOdds) A $12 — C(Bookie, Alice, T, BeatingtheOdds)
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C(debtor, creditor, antecedent, consequence) J

Discharge

If Bookie sends the book, that is, if BeatingtheOdds holds, then both

C(Bookie, Alice, $12, BeatingtheOdds) and C(Bookie, Alice, T, BeatingtheOdds) are
discharged. In other words, BeatingtheOdds —

—C(Bookie, Alice, $12, BeatingtheOdds) N\ —C(Bookie, Alice, T, BeatingtheOdds)
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© 006 0 © 000

discharge: u — —C(r, u)
detach: C(r As,u) Ar — C(s,u)
augment: From C(r,u)Astr
infer C(s, u)

I-disjoin:

C(r,u) AN C(s,u) — C(rVs,u)
r-conjoin:

C(r,u) NC(r,v) — C(r,unv)
consistency: —C(r, L)
nonvacuity: From r = u, infer
—~C(r,u)

weaken:

C(r,uAv)A—-u— C(r,u)

Q

o

CREATE(X, y, r, u) is performed by
x, and it causes C(x,y,r,u) to
hold

CANCEL(X, y, r, u) is performed by
x, and it causes C(x,y, r,u) to not
hold

RELEASE(X, y, r, u) is performed by
y, and it causes C(x,y, r,u) to not
hold

DELEGATE(X, y, z, r, u) is
performed by x, and it causes
C(z,y,r,u) to hold
ASSIGN(x, y, z, r, u) is performed

by y, and it causes C(x, z, r, u) to
hold
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e Are FSMs enough to represent interactions in open MAS?
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The NetBill protocol has been developed for buying and selling goods on

the Internet

o It can be executed in many
different ways, eg. the merchant
may send a quote before the customer
asks for it, to advertise his goods, or
the merchant wants to send the goods
without a prior acceptance of the
customer

o Due to this flexibility, the
standard approaches to protocol
representation are inadequate

Consumer

Request quote for some goods

Send quote

Accept quote

Deliver goods

Send electronic payment order (EPO)

Send receipt

Merchant
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Singh’s commitment protocols

© 00006000060
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Commitment-based protocols

act; means this

act, means that

A commitment-based protocol is a whose meaning in
terms of effects on the social state is agreed upon by all the
interacting agents. In particular, the effects can be on

commitments (create, delete, release, delegate, assign, discharge)

The idea behind is to capture the that
describe the institutional meanings of actions/messages

[Singh, 1999, Yolum and Singh, 2001, Chopra, 2009]
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o A protocol between a and a (taken from
[Chopra, 2009])

o It simply states what the meanings of the messages/actions are in
terms of commitments between the merchant and customer.

Offer(mer, cus, price, item) means CREATE(mer, cus, price, item)
Accept(cus, mer, price, item) means CREATE(cus, mer, item, price)
Reject(cus, mer, price, item) means RELEASE(mer, cus, price, item)
Deliver(mer, cus, item) means INFORM(mer, cus, item)

Pay(cus, mer, price) means INFORM(cus, mer, price)
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Commitment-based protocols: some characteristics

The that commitment-based protocols include, to specify

that an interaction is successful, is that

o A shared meaning of the shared actions
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Commitments have a normative nature
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©

Agents are liable for the violation of the commitments they have taken
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Commitment-based protocols: some characteristics

The that commitment-based protocols include, to specify

that an interaction is successful, is that

o A shared meaning of the shared actions

o Observational semantics rather than mentalistic semantics:
Commitments have a normative nature

o They do not over-constrain the behaviour of the agent by imposing
an ordering on the execution of the shared actions (vs algorithmic or
procedural approaches): Agents are free to choose their actions

o Agents are liable for the violation of the commitments they have taken

o Agent can always decide to break a commitment if an opportunity, it
can take advantage of, arises (of course, at its own risk!)
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@ On the constitutive and regulative specification of a protocol
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He introduces a distiction between the and
specifications of interaction
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Searle’s view [Searle, 1969]
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Searle’s view [Searle, 1969]

He introduces a distiction between the constitutive and regulative
specifications of interaction

Constitutive and regulative rules

, by identifying certain behaviors as foundational of
a certain type of activity, create that activity
, in contrast, contingently constrain a previously
constituted activity
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o A commitment protocol is made of a set of actions, most of works
adopt a view of actions (preconditions to the
action execution)

o The agents the commitments they have taken
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Constitutive and regulative specification in a
commitment-based protocol

o A commitment protocol is made of a set of actions, most of works
adopt a precondition-effect view of actions (preconditions to the
action execution)

o The agents respect the commitments they have taken

In other words
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Constitutive and regulative specification in a
commitment-based protocol

o A commitment protocol is made of a set of actions, most of works
adopt a precondition-effect view of actions (preconditions to the
action execution)

o The agents respect the commitments they have taken

In other words
Constitutive rules specify the while regulative
rules specify the

Commitments have a nature in the sense that agents that
take a commitment are bound to make the condition in the
commitment become true
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Constitutive and regulative specification enables
verifications and predictability of the agents’ behaviour

Regulative specifications have a normative nature and create free
social obligations, expectations, rights that anyone can observe
of the agents’ mental states
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Constitutive and regulative specification enables
verifications and predictability of the agents’ behaviour

Regulative specifications have a normative nature and create free
social obligations, expectations, rights that anyone can observe
of the agents’ mental states

By whether entering the protocol an agent

commits to respect its rules along the whole interaction

The fact that all agents accept to respect the rules has the advantage
of making the course of interaction and, therefore, of
giving guarantees to all of the participant
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ﬂ Verifying a protocol interaction
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o Commitment-based protocols enable the verification of compliance of
an open MAS, but how actually to perform this task?
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o Commitment-based protocols enable the verification of compliance of
an open MAS, but how actually to perform this task?

o E-institutions [Arcos et al., 2007] and Artificial institutions
[Fornara et al., 2008] solve exactly this task
They represent the social state of interaction and monitor the
execution of the institutional actions
They detect the violation of regulative rules and decide the sanction to
apply
o Organizations
[Zambonelli et al., 2003, Hiibner et al., 2007, Hiibner et al., 2009]
may help also to regiment behavior of agents and to structure the
system
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© Need for a more powerful regulation
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What is missing in this picture?

Many practical contexts require to express rules that regulate the behavior
of agents, the way in which things are done
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pay ship

They bring to the same state but ... one may wish to say that only

payment followed by shipment is acceptable
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Working at the level of actions

Solution 1: use preconditions to the executability [Winikoff et al., 2004,

Chopra and Singh, 2006, Giordano et al., 2007, Chopra, 2009]

shipping possiblelf paid J
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Working at the level of actions

Solution 1: use preconditions to the executability [Winikoff et al., 2004,

Chopra and Singh, 2006, Giordano et al., 2007, Chopra, 2009]

shipping possiblelf paid J

Conceptually not adequate

The act of shipping must follow payment by convention, because the

shipper does not trust the buyer. It is a to be imposed on the
existing behaviors of paying and of shipping
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Working at the level of actions

Solution 1: use preconditions to the executability [Winikoff et al., 2004,
Chopra and Singh, 2006, Giordano et al., 2007, Chopra, 2009]

shipping possiblelf paid |

Conceptually not adequate

The act of shipping must follow payment by convention, because the
shipper does not trust the buyer. It is a to be imposed on the
existing behaviors of paying and of shipping

Practically not adequate

Little reusability of actions (they are contextualized) and of regulations
(hidden inside actions)
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° : allowing agents to have expectations on each others’
behavior. Commitments create expectations on what will be achieved
but not on how;

° . expressing patterns of interaction, keeping the same
flexibility shown by commitments.
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Commitment-based protocols lack of means for:

o Frevision: allowing agents to have expectations on each others’
behavior. Commitments create expectations on what will be achieved

but not on how;
o Ordering: expressing patterns of interaction, keeping the same
flexibility shown by commitments.

Searle’s Proposal [Searle, 1969]:
: It identifies certain actions as foundational
of a certain type of activity and specifies their semantics;

: contingently constrains a previously
constituted activity. It captures how things should be carried on.
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Which is the best way to specify patterns of interaction?

In a way that:
does not compromise the of commitment-based protocols;

fosters (agents can easily enter/leave a system);

introduces modularity:
easier of actions in different contexts
easier of protocols
easier of protocols
allows the of properties like interoperability and
conformance
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+ constitutiveSpec : Action + commitments : Commitment
+ regulativeSpec : InteracticnDiagram

1
+commitments
+regulativeSpec 0 o +rules 0.*

InteractionDiagram Commitment

o Specify the allowed sequences of actions (interaction diagrams
[Fornara and Colombetti, 2004])
to write and to read;
because prescriptive: agents’ behavior limited to the specified
sequences (e.g. agents are not free to take advantage of opportunities);
: adding a new action means updating the set of allowed

+constitutiveSpec

Protocol 0.* L Action
!
1

0.*

sequences;
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Protocol Action

0.* L. |
+ constitutiveSpec : Action | + commitments : Commitment

+ regulativeSpec : Dependency eonstitutiveSpec 1
. 0.+

1
. +commitments
+regulativeSpec +rules 0.*
0.*  0.*

Commitment
Dependency

o Ordering the possible executions according to a preference criterion
given in terms of actions ([Mallya and Singh, 2006]) or defining a
relation applied to events ([Singh, 2003])

. order is given in terms of actions;
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[ Process |
| + constitutiveSpec : Constraint |
L 1

Action
+ expectations : Expectation

[
|
1 1. 0.

+expectations
+rules
0.* 0.+

Constraint Expectation

+constitutiveSpeq
0.*

o [Pesic and van der Aalst, 2006] uses a language (ConDec)
for pecifying business processes.

o [Montali, 2009, M. et al., 2009] integrates ConDec with SCIFF thus
giving a semantics to actions based on

o ConDec specifications have a
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© 2CL: constraints among commitments
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A decoupled representation of the constitutive and of the regulative
specifications of the protocol, which are both based on commitments

Action

Protocol 0.* 1.* - =
+ commitments : Commitment

+ constitutiveSpec : Action
+ regulativeSpec : Constraints

1

+constitutivespec

+commitments
+regulativeSpec

€ i 0.* +rules 0.*

+ rules : Commitment
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A decoupled representation of the constitutive and of the regulative

specifications of the protocol, which are both based on commitments

Protocol

+ constitutiveSpec : Action
+ regulativeSpec : Constraints

1
+regulativeSpec

T

0.*

Action

1" | commitments : Commitment

+constitutivespec

+commitments

+rules 0.

o the specification
defines the meaning of actions
based on their effects on the

social state

+ rules : Commitment
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A decoupled representation of the constitutive and of the regulative
specifications of the protocol, which are both based on commitments

Protocol

+ constitutiveSpec : Action
+ regulativeSpec : Constraints

1
+regulativeSpec

[ i 0.*

Action
"_[+ commitments : Commitment
+constitutiveSpec

+commitments

+rules 0.

+ rules : Commitment

o the specification
defines the meaning of actions
based on their effects on the
social state

o the specification is a set
of behavioral rules, given in terms
of '
which regulate the evolution of the
social state independently from the
executed actions
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o The defines

o We adopt the solution in [Chopra, 2009] (and also
[Singh, 1999, Yolum and Singh, 2001])

Constitutive Specification of RONR

(a) motion(c, m) means VY, c pCREATE(C(c, p;, cfv(m)))

(b) openDebate(c, p, m) means CREATE(C(c, p, assignFloor(p, m)))

(c) refuseFloor(p, c, m) means refusedFloor(p, m)A
RELEASE(C(c, p, assignFloor(p, m)))

d) askFloor(p, c, m) means CREATE(C(p, c, discussed(p, m)))

e) recognition(c, p, m) means assignFloor(p, m)

f) startTalk(p, m) means discussing(p, m)

g) stopTalk(p, m) means discussed(p, m) A —discussing(p, m)A
—assignFloor(p, m)

(h) timeOut(c, p) means discussed(p, m) A\ —~discussing(p, m)A
RELEASE(C(p, ¢, discussed(p, m))) A —assignFloor(p, m)

(i) cfv(c, m) means cfv(m)

(1) vote(p, m) means voted(p, m)

—~— —~ —~
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2CL: Constraints among Commitments

We defined 2CL:

it is grounded on LTL and allows declarative, constraint-based
representation of pattern of interaction;

graphical language;

we defined a set of operators and their negations:

constraints of type express relations between the fluents, saying
what and when should become true in the social state.

constraints of type expresses the fact that a condition of
interest holds in all the states until another condition of interest
becomes true.
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Relation | Type | Positive | LTL meaning | Negative | LTL meaning
Correlation | base | A= B | 0AD 0B | Ae£tB | 0AD 0B

| persistence | Ae=B | O(AD (AAB)) | Ae£B | O(AD —=(AAB))
Co-existence | Pase | AeeB | Ae—BABe A | Ae/oB | Aot BAB LA

‘persistence‘AHB ‘AEBABEA ‘A‘%‘B ‘A%B/\B%A
Response | base | As> B | O(AD 0B) | Asp B | O(AD —0B)

| persistence | Ae=>B | O(AD (OBA(AUB)) | As& B | OAD —~(AAB))
Before | base | AseB | ~BUA | AAeB | O(OBD -A)

| persistence | A—=# B | =BU (AU B) | Ao B | OB D -A)
Couse | base | Aese B | AebBAA e B | Aste B | Ao BAA A B

| persistence | Ao B | Ae BAASD B | Aspe B | Ae BAASH B
Premise | base | A— B | O(OB D A) A®A B | O(OB D —A)
Immediate after | base | A»B | OADOB) | A9 B | OADO-B)

2CL constraint relations and their semantics in LTL.
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Qo

(*]

Constraints have a but they
actions should bring conditions about

specify

evolution that respects the relations involving the specified

literals (and ) respects the protocol

Regulative Specification of RONR

cl: C(c,p, cfv(m)) e—=>» C(c, p, assignFloor(p, m))
c2:  C(c, p, assignFloor(p, m)) e
C(p, ¢, discuss(p, m)) XOR refusedFloor(p, m)
c3:  C(p, c, discuss(p, m)) e—e assignFloor(p, m)
c4: assignFloor(p, m) e=> discussed(p, m)
cb:  assignFloor(p, m) »— discussing(p, m)
c6: discussing(p, m) e discussed(p, m)
c7: discussed(p, m) e—e —assignFloor(p, m)
c8:  refusedFloor(p, m) V discussed(p, m) s—>e cfv(m)
c9: cfv(m) —>» voted(p, m)
c10: assignFloor(X,_) e#e assignFloor(Y, )AX #Y
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No-Flow-In-Flow

they rule the evolution of the
social state by expressing only
what is mandatory for the
protocol and what is forbidden;

constraints do not specify a

procedure;

, normally
missing in declarative approaches
as criticised by
[Miller and McGinnis, 2008].

M. Baldoni and V. Patti (UNITO)

“nil- |

Tnl-
C(c, p, cfv(m) | assignedFloor(X,_)

1 X I=Y

-ni2-
assignedFloor(Y, )

Tn2-
Clc, p, assignFloor(p,m))

Tnd-
C(p, ¢, discuss(p,m))

7
y

n10
~assignedFloor(p,m)
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Advantages of this specification of protocols

\ Protocol Jo.- EAy S R
1+ : Ce

+ constitutiveSpec : Action 7 Titutives
+ regulativeSpec : Constraints constitutivespec

. 1 +commitments
+regulativespec
0.*
Constraints. 0.* +rules 0.*

+ rules : Commitment

Modularity
constraints are not defined on actions

constitutive and regulative specifications share only the

the constitutive part can be modified without modifying the
regulative part, and the other way around
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Tailoring
Protocols can easily be adapted to the needs of different contexts
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o Verification of properties such as interoperability, operability,
substitutability, conformance, compliance is still an open problem for
commitment-based approaches

o Direct communication and communication mediated by the
environment: The MERCURIO proposal

o Efficent techniques to model check specifications

o Exploring graphical approaches for designing protocols: composition
of protocols, bottom-up development, ...
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Specification and Verification of Declarative Open Interaction Models
- A Logic-based framework.

Argument and multi-agent systems.
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An ontology for commitments in multiagent systems.

Distributed enactment of multiagent workflows: temporal logic for
web service composition.
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